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Abstract. This paper explores a covert network mapping approach to
target autonomous ships using a discreet and elusive spying machine
called SPi. Our research aims to design SPi as a small pocket-sized device,
enabling it to remain concealed while scanning the ship’s information
technology (IT) or operational technology (OT) systems. Once connected
to the ship’s network, SPi initiates information gathering through our
customized script. Additionally, SPi establishes a covert communication
channel with an external attacker sailing outside the target ship. This
enables the attacker to remotely access the SPi device to collect data,
gain SPi control, and utilize SPi as a platform for launching further
attacks on the ship. The focus of this research lies on ensuring SPi’s
adaptability to diverse network configurations on target ship systems.
We developed a spying machine that can effectively evade detection,
extract comprehensive information about the ship’s IT and OT systems,
and serves as a staging factor for launching future attacks.

Keywords: Spying Machine - Covert Mapping - Network Scanning -
Autonomous Ship - Operational Technology - Maritime Cybersecurity

1 Introduction

The maritime industry is very important for global trade. It is responsible for
transporting approximately 80% of the world’s goods [25] and maritime trade
grew 2.4% in 2023 [26]. With the emergence of autonomous ships in recent years,
it has garnered significant attention due to their potential to revolutionize mar-
itime operations, enhance efficiency, and improve safety. Autonomous ships use
advanced technologies, including artificial intelligence and machine learning al-
gorithms, enabling them to navigate and operate without direct human inter-
vention. The appeal of increased operational efficiency, reduced human error,
and improved safety has generated substantial hype surrounding autonomous
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ships. Autonomous ships rely on various technologies such as autonomous navi-
gational systems, intelligent engine monitoring and control, SCADA systems and
cluster of Internet of Things (IoT) devices and sensors to realize these benefits.
However, as the maritime industry embraces these technological advancements,
concerns regarding cybersecurity threats and vulnerabilities have become in-
creasingly prominent. The reliance on interconnected systems and technologies
within autonomous ships introduces a new dimension of risk [18].

Adversaries are keenly aware of the potential impact of cyber-attacks on these
vessels [30], including their potential to disrupt operations, compromise safety,
and facilitate unauthorized access to critical systems. The focus of this paper is
to explore the development of a secret spying device, hereafter referred to as SPi,
which aims to compromise targeted systems by leveraging Ethernet connections.
The SPi is designed to scan the ship’s Information Technology (IT) and Oper-
ational Technology (OT) infrastructure covertly, establish a persistent foothold
and gather extensive information about the onboard systems. Furthermore, it
aims to establish a secret connection with an external attacker sailing outside
the target ship, providing him a bird’s eye view of the target ship’s IT and OT
system.

This work includes the development, evaluation, and testing of the SPi device
for black box scanning of network resources of a Cyber Physical System (CPS)
onboard semi-autonomous [22] passenger ferry. The primary objective is to de-
sign a sophisticated Spying machine based on Raspberry Pi (SPi), tailored to
infiltrate CPS. The design emphasizes the adaptability of SPi to network topolo-
gies and different configurations found in the network infrastructure of CPS. SPi
will be equipped with tools and scripts to covertly gather substantial amount of
information about the target CPS onboard autonomous ship. Additionally, the
SPi will establish a remote connection with an attacker sailing outside of target
ship, providing him birds-eye view of the target CPS without raising suspicions.
Finally, based on the collected information, SPi will be evaluated to assess its
usefulness as a staging platform by launching potential cyber attacks. For this
purpose, a conceptual attack scenario will be tested for the demonstration of
usefulness of the mapping and scanning results of SPi in subsection-4.1.

Rest of the paper is organized as follows. Section-2 highlights notable work
related to maritime cybersecurity. Section-3 explains the working of SPi machine
along with required configurations, scripting and automation of attack. Results
and analysis of extracted birds-eye view of target CPS is presented in Section-4.
A proof of concept implementation is provided in subsection-4.1 whereas attack
model is summarized in subsection-4.2. Mitigation measures to counter the effect
of SPi are suggested in subsection-4.3. Strengths and limitations associated with
the usage of SPi for real world maritime scenarios are discussed in the subsection-
4.4. Moreover, risk analysis of using SPi device against different kinds of ships
is conducted in Section-5. Finally, conclusions are drawn in Section-6.
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2 Related Work

Dynamics of cybersecurity threats and their evolving nature pose many ongo-
ing challenges for autonomous ships. Therefore, ship operators and stakehold-
ers must remain vigilant and continuously update security measures to address
emerging threats. Autonomous ships face significant cybersecurity challenges,
including the risk of cyber-attacks, vulnerabilities in integrated systems, and
manipulation of tracking system.

Network scanning has been researched and significant contributions have
been made to advance the detection and protection of industrial control system
equipment. A practical approach for scanning and protecting industrial control
system equipment is presented in [31]. The research team focuses on detecting
networked industrial control system equipment by leveraging the Nmap scan-
ning framework and the Modbus communication protocol. The paper provides a
comprehensive and detailed overview of the scanning process tailored explicitly
for Schneider Programmable Logic Controllers (PLCs). The authors used Nmap
Scripting Engine (NSE) script to scan the target PLCs. To identify a Modbus
device, Function Code (FC) 43 of Modbus protocol is used. This meticulous ap-
proach enables the extraction of critical information from the scanned Schneider
PLCs. During the conducted experiments, the capabilities and the effective-
ness of the proposed scanning method was extensively evaluated. The results
demonstrated the successful identification and extraction of critical properties
associated with the Schneider PLCs. The extracted information encompassed
essential details such as vendor name, network module specifications, micropro-
cessor specifications, firmware version, memory card model, project information,
project revisions, and last modified dates.

In the context of Industrial Control Systems (ICS), both passive and active
scanning techniques play crucial roles in identifying vulnerabilities, assessing
the security posture of the network, and ensuring the integrity of onboard au-
tonomous ship systems. Reconnaissance whether active or passive is one of the
most important component of any cybersecurity operation [9]. Passive scanning
involves the monitoring and analysis of network traffic without actively prob-
ing or interacting with the target systems. It aims to identify anomalies, detect
suspicious activities, and gain insights into the network infrastructure behav-
ior. On the other hand, active scanning is an approach that actively probes the
network infrastructure to discover potential vulnerabilities, weaknesses, or mis-
configurations [21]. It involves sending crafted network packets or specific queries
to the target systems to elicit responses, analyze the behavior of services, and
identify potential entry points for exploitation.

As mentioned earlier, autonomous ships face various cybersecurity challenges
due to interconnected nature of their systems [4,6,13] and these challenges must
be addressed to ensure their safe and secure operation. One of the primary
challenges is the potential for cyber-attacks targeting the ship’s control systems,
communication networks, and infrastructure. Unauthorized access or control over
critical ship functions, such as navigation, propulsion, or cargo can have severe
consequences, leading to physical damage, safety risks, reputational or financial



4 A. Yousaf et al.

losses. For example, in [6] authors explain the challenges associated with Auto-
matic Identification System (AIS) for command and control in maritime sector.
AIS is a tracking system widely used in the maritime industry for vessel identifi-
cation and collision avoidance. Malicious actors can exploit AIS vulnerabilities to
manipulate vessel navigational information, leading to potential collisions or cy-
ber hijacking of autonomous ship. Similarly work in [13] discusses cyber-attacks
against autonomous ships. These attacks can target various elements, such as
communication systems, sensor networks, or control systems potentially disrupt-
ing ship operations, compromising safety, or stealing sensitive data. The paper
emphasized the importance of implementing robust cybersecurity measures, in-
cluding secure communication protocols, access controls, and intrusion detection
systems to mitigate the cyber attacks.

Similarly, the research presented in [23] highlights a significant security chal-
lenge related to autonomous ships. The paper demonstrated the vulnerability
of Unmanned Surface Vehicle (USV) to injection and replay attacks on its dis-
tributed Guidance, Navigation, and Control (GNC) systems. Through injection
and replay attacks, the paper showcases how an attacker can manipulate navi-
gational parameters and take control of the underactuated USV. Later in their
work, an authenticated encryption is proposed as mitigation measures for pre-
vention of injection and replay attacks.

An in-depth survey on five well know cyberspace scanners is presented in [19]
that discusses the system architecture, scanning frequency, supported internet
protocols and information gathering capability of Shodan, Censys, Fofa, Bina-
ryEdge, and ZoomEye. These are automatic scanning tools and their results are
made publicly available. Another survey on the network scanning tools is pro-
vided in [27] which divides the network scanning tools into two groups based
on the mode of their sharing of scanning results. Among the first group of tools
that share their results publicly are Shodan, Censys, Thingful, ZoomEye, and
PunkSPIDER. In contrast, the second group of scanning tools, which are user-
based and require user interactions, consists of Nessus, Vega, Skipfish, Acunetix,
Vulners and DRUNK. A maritime use case specific passive network scanner
based on Shodan and Censys is proposed in [5] that is heavily dependent on
National Marine Electronics Association (NMEA) messages for extraction of
physical (Location, Speed, Time, Heading, etc.) and cyber (IP addresses, Ports,
Services, etc.) properties. While there are numerous widely-used network scan-
ning tools, their effectiveness can be limited when stealth and compact form
factors are required. Hence a light weight but maritime specific network scan-
ning tools is developed in this work which is based on Nmap scan, Modbus scan
and Ethernet IP scan for network reconnaissance. Following reconnaissance as
an initial step, SPi serves as a staging factor which enables an attacker to launch
cyber attacks on shipboard maritime OT systems. Lastly, the proposed recon-
naissance tool (SPi) is more suitable for the isolated targets like ships sailing in
open waters.
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3 Spying Machine based on Raspberry Pi - (SPi)

The development of Spying machine based on Raspberry Pi involves lot of hard-
ware and software configurations and setups on Raspberry Pi board. The re-
quired configurations and setups enable SPi machine to automatically carry out
the network scanning when maliciously plugged into a ship network. During the
scanning, it maintains a stealthy covert communication channel between target
ship and an attacker boat sailing near the target ship. The selection of Rasp-
berry Pi board is crucial in implementing and testing the SPi machine. In the
beginning, Raspberry Pi 3B with 1GB of RAM was used. However, during the
testing phase of SPi, it became apparent that the Raspberry Pi 3B needed more
processing power and speed for optimal scanning. Therefore, an upgrade to a
Raspberry Pi 4 with 8GB of RAM and a more powerful processor (Quad core
Cortex-A72) is decided. Moreover, SPi is equipped with Power over Ethernet
(PoE) HAT which provides dual benefits. PoE HAT provides power to SPi as
well as it provides connection to target network via Ethernet cable. Ethernet
cable is preferred since most ships have their USB ports disabled to prevent
connection of unauthorized or malicious USB devices to the ship’s systems.

Step by step spying by SPi is depicted in Figure-1. Each step is numbered as
(step__number) for clarity, and these steps will be further explained in detail
in the subsequent sections of this paper.

3.1 Auto Login

First, Kali Linux distribution with LightDM display manager is installed on
Raspberry Pi board. To enable the auto login feature upon getting power via PoE
on target ship newtork, modifications to two configuration files in the system are
required. The first file can be access at the location /etc/lightdm/lightdm.conf.
We need to make changes to two lines by uncommenting them (removing the
“#” symbol) and modifying them as autologin-user—kali. By setting this line to
the user account kali, we configure the system to automatically log in as the
user kali upon booting or starting the Graphical User Interface (GUI) session.
In other words, when the system starts up, it won’t prompt for a username and
password. Second change in this file is the setting of timeout equals to zero i.e.,
autologin-user-timeout=0. By doing this, delay between the completion of the
boot process and the automatic login of the kali user is eliminated. The second
file to amend is /etc/pam.d/lightdm-autologin. In this file, we need to comment
out the line auth required pam_ succeed_if.so user != root quiet success. By
adding a “#” symbol to the start of this line, auto login functionality for the root
user is disabled. Auto Login is depicted as step (1) in Figure-1.

3.2 SPi as Hidden Access Point

Secondly in step (2), SPi is configured to work as Hidden Access Point (HAP).
This enables an attacker sailing outside the target ship to connect and estab-
lish a covert connection with SPi. HAP is created by using two separate software
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Fig. 1. Step by Step Spying by SPi

tools in Kali Linux namely Host Access Point Daemon (Hostapd) and DNS Mas-
querade (dnsmasq). Hostapd will manage the wireless access point functionality,
enabling devices to connect and communicate wirelessly and remotely, while dns-
masq handles Domain Name System (DNS) and Dynamic Host Configuration
Protocol (DHCP) services, simplifying the network configuration process for con-
nected devices. dnsmasq acts as a DNS cache, storing recent DNS query results
locally, which speeds up DNS queries. Additionally, it offers DHCP services, au-
tomatically assigning IP addresses to devices on the network, simplifying the
process of joining HAP and obtaining necessary network settings easily. Using
both tools together, the SPi machine functions as HAP, allowing the remote
attacker to connect and access it. This is essential for the later part of the ex-
periment when the attacker would need to establish a connection to the SPi and
download the scanned results from the SPi machine.



Spying by SPi, I got the Birds-Eye 7

3.3 Remote Access

Virtual Network Computing (VNC) is a software that facilitates remote access
and control of a computer over a network [2]. Users can interact with the remote
desktop as if they are physically present at the computer. We opted to use
X11VNC in this paper. It allows to establish a VNC server on a machine (SPi),
enabling remote access and control of its desktop. After installing VNC Sever on
SPi machine using package manager of Kali Linux, configurations like setup of
password, display settings and authentication method are done. Once we set the
password, X11VNC will save the password to a file named .vnc/passwd in the
home directory of the user running the X11VNC. To start VNC server on SPi
machine, we used the command z11vnc -ncache 10 -auth guess -nap -forever -loop
-repeat -rfbauth /home/kali/.vnc/passwd -rfoport 5900 -noncache which allows
the server running indefinitely. Moreover, to ensure VNC Server will continue
to run until the user stops it or reboots SPi and it automatically starts during
the boot process, a bash script is written for this purpose. Once setup of VNC
Server is completed, we head over to the attacker laptop to install VNC Viewer
which is client side of VNC Server. This enables an attacker sailing outside the
target ship to have full access of SPi machine when required (step (3)).

3.4 Python Script

The SPi is designed to automatically perform network scanning of target net-
work and creates a birds-eye view of unknown network of IT and OT systems.
To achieve this, a python script is written that first scans the network (step
(4)) for live hosts and then proceed to scan for PLCs and other devices before
saving the results (step (5)). It leverages on existing Python libraries, including
Nmap, netifaces, pycomm3, and pymodbus to carry out the network scanning
and mapping tasks. In the following, we break down the main functions of the
Python script and explain how they work.

— main(): The main function is the starting point of the script and initiates the
network scanning process. It calls many other functions. For sake of brevity,
only the usage of most important functions is provided below. After scanning
is finished, this function stores results in different files on SPi machine. Total
25 files (Figure-2) are produced with the execution of this function. Details
of the files stored on SPi are discussed in Section-4.

— get_network_range(interface): This function calculates the network range
based on the IP address and subnet mask of the specified network interface
by using the netifaces library to retrieve the IP address and subnet mask.
Subsequently it modifies the IP address to obtain the network base IP ad-
dress by setting the last part to zero, representing the starting address of
the network range (e.g., 192.168.1.0). This ensures that the network scan-
ning process targets only devices within the same network segment, avoiding
unnecessary scanning of devices outside the network’s scope. Lastly, it re-
turns the calculated network range, enabling targeted and efficient network
scanning.
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— scan_ network(interface): This function performs network scanning using the
Nmap library. It discovers live hosts on the network through Internet Control
Message Protocol (ICMP) host discovery. For each live host, it performs a
full TCP port scan to identify open ports. The function then extracts addi-
tional information and returns a list scan_ results which contains information
about the discovered devices, including their IP addresses, MAC addresses
(if available), and lists of open ports. The scan results scan_ results serve as
a foundation for other scanning function in the later part of the script.

— scan_ ethernetip _ples(scan_results): This function filters the scan_ results
list to include only devices with open port 44818 (common network port
used for industrial communications). It then performs scans on these de-
vices using the ‘LogixDriver’ class. For each Programmable Logic Controller
(PLC) device, the function retrieves controller information and program tags
from the PLC. Then the scan results of this step are saved in separate files
for each PLC device. This function provides valuable insights about the con-
figuration and programming of Ethernet/IP PLCs on the network. It is a
vital part of the network scanning process, allowing the script to focus on
specific devices and collect detailed information about the identified PLCs.

— scan_ modbus_ slaves(scan_results): This function allows the script to focus
on Modbus enabled devices and collect relevant data from them. It filters the
scan_ results list to include only devices with open port 502 (common port for
Modbus-TCP protocol [24]), indicating that their might be Modbus devices
attached. It then performs scans on these Modbus devices and attempt to
read their holding registers [7]. For each Modbus slave, the function extracts
the contents from holding registers and saves the results in separate files
for each device. This function provides valuable insights into the Modbus
enabled devices on the network and the data accessible through Modbus
communication.

3.5 Script Automation

The primary objective of the SPi is to covertly perform scanning and mapping
of target network along with collection of important information. To achieve
this, automation of the script (step (4)) responsible for scanning the target
network is done using Kali Linux services. There are several ways to enable
script automation in Kali and one of the most widely used method is through
Systemd. Systemd is a system and service manager for Linux operating sys-
tems. It is designed to start and manage services, handle system processes, and
provide various functionality related to process control, logging, and resource
management. By utilizing Systemd, a service unit scan.service is created that
executes the Python script automatically at system start-up or at scheduled in-
tervals. This ensures that the spying device can function seamlessly without the
need for continuous manual initiation. Systemd service unit is saved as /etc/sys-
tem/system/scan.service with execution permission granted and the contents of
scan.service is shown in the Listing-1.1. Lastly, we need to reload the Systemd
Manager configuration to update its services list and to enable the automatic
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execution of scan.service at start-up. Status of scan.service can be verified by
using sudo systemctl status scan.service command on SPi machine.

Listing 1.1. Contents of Systemd Service

[ Unit |
Description=Network Scan Script
After=network. target

[Service |

ExecStartPre=/bin/sleep 5
ExecStart=/usr/bin/python3 /home/kali/scan/scan.py
User=kali

[Install]
WantedBy=multi—user . target

4 Results and Analysis

An innovative spying machine SPi is designed that is capable of scanning and
mapping the network infrastructure of a ship. As a test case, water treatment
plant onboard passenger ship is decided to test the efficacy of SPi machine.
However, the challenge lies in the limited accessibility to real ships for test-
ing purposes. To overcome this hurdle, we have strategically chosen to conduct
experiments using a water treatment testbed that faithfully simulates the op-
erational conditions of a water treatment plant. Details of the water treatment
testbed used in this work are available in [20]. Despite the contextual differences,
the similarities in system architecture allow us to utilize this testbed effectively,
providing a valuable and representative environment for validating the efficacy
of SPi machine. It is assumed that SPi is plugged-in (step (1)) to a ship net-
work by a cyber mercenary or disgruntled employee [30] and it has enough
signal strength to communicate with an attacker sailing outside the target ship.
Once SPi is plugged-in, it gets power via PoE, automatically boots is Kali OS,
logged-in and establishes a connection with the ship network. After establish-
ing a connection, it uses scan.service that automatically runs python script to
initiate the scanning process. Scanning process scans for network mapping as
well as protocol discovery in target network. Finally, after rigorous scanning, it
keeps the results in different files as shown in Figure-2. Breakdown of collected
scan results (total 25 files) are summarized in Table-1. Scanning and collection
of results are depicted as step (4) and step (5) respectively in Figure-1.

Once an attacker sailing outside the target ship reaches within the range
of wireless signal, it establishes a connection to HAP. The Secure Shell (SSH)
Protocol is used for securely sending commands to SPi. After gaining remote
access to SPi via VNC Viewer, the outsider attacker can transfer scan result files
from the SPi machine to his laptop using Secure Copy Protocol (SCP) (step (6)).
In addition, outsider attacker can also upload files to the SPi machine, allowing
him to serve as a staging platform (step (7)) for potential future attacks.
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Table 1. Breakdown of Collected Results

Scans Results Collected
Nmap Scan 1
Modbus Scan 2
Ethernet IP Scan 22

ENIP_scan_r ENIP_scan_r ENIP_scan_r ENIP_scan_r ENIP_scan_r ENIP_scan_r ENIP_scan_r ENIP_scan_r ENIP_scan_r
esults_192.1 esults_192.1 esults_192.1 esults_192.1 esults_192.1 esults_192.1 esults_192.1 esults_192.1 esults_192.1
68.1.3 68.1.10 68.1.11 68.1.13 68.1.20 68.1.21 68.1.27 68.1.30 68.1.31

ENIP_scan_r ENIP_scan_r ENIP_scan_r ENIP_scan_r ENIP_scan_r ENIP_scan_r ENIP_scan_r ENIP_scan_r ENIP_scan_r
esults_192.1  esults_192.1 esults_192.1 esults_192.1 esults_192.1 esults_192.1 esults_192.1 esults_192.1 esults_192.1
68.1.34 68.1.40 68.1.41 68.1.44 68.1.50 68.1.51 68.1.53 68.1.60 68.1.61

ENIP_scan_r ENIP_scan_r ENIP_scan_r ENIP_scan_r live_hosts Modbus_sc  Modbus_sc
esults_192.1  esults_192.1 esults_192.1 esults_192.1 an_results_1  an_results_1
68.1.63 68.1.66 68.1.73 68.1.200 92.168.1.63  92.168.1.67

Fig. 2. Scan Results Downloaded from SPi

The Nmap scan conducted on the target network provides valuable insights,
identifying a total of 39 live hosts. Among these live hosts, 22 of them had port
44818 open, prompting the python script to initiate a secondary Ethernet IP
scan. The purpose of this secondary scan is to identify any processes connected
to these hosts, providing essential information about the network operational sta-
tus and potential vulnerabilities. Additionally, 2 of the live hosts were found to
have port 502 open. This allowed the python script to conduct another secondary
scan, this time using the Modbus protocol. The aim of this Modbus scan is to
determine whether any processes were connected to these specific hosts, gain-
ing insight into the communication and functionality of the connected devices.
The identification of open ports and the subsequent secondary scans represent
critical steps in comprehending the network structure, topology, and the devices
connected to it.

The information collected from the scanning of Modbus protocol revealed
limited details. Only the IP addresses of the PLCs (masters) are revealed. Details
about the physical devices (slaves) like valves, pumps and sensors controlled by
respective PLCs are not discovered. There could be several possibilities for this
outcome, such as lack of response due to network configurations or the PLC is
simply just a spare or inactive device with no active processes or physical devices
linked to it. It is common in industrial environment to practice redundancy; spare
PLCs are often kept as backups or as part of training requirements. In such a
situation, the spare PLC may be physically present on the network but not
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actively controlling any processes or devices at the time of scanning. As a result,
the scanning process may only detect the IP address of the spare PLCs without
uncovering any associated processes (physical devices) connected to it.

In contrast to the result from Modbus scan, the information collected from
tertiary scanning of Ethernet IP protocol revealed much more information with
a total of 22 results are collected. Out of 22 results collected, it is observed that
7 results are simply empty, suggesting that the scanned IPs may not be associ-
ated with PLCs and a possibility is that these IPs may belong to other network
devices or systems. Remaining results show twelve files with six identical results
which means SPi is scanning 6 systems along with 6 redundant counterparts.
As mentioned above, it is common in CPS to have redundancy, therefore, it is
suspected that the scan results that are similar but associated with different
IP addresses are representing redundant PLCs. To validate our inference about
redundancy of PLCs, an open source tool called WinMerge [3] is used to com-
pare and identify the similarities in identical files (results). WinMerge identified
only two differences, the bulk of the contents are similar except for the serial
numbers, IP addresses and status. Later, this is also verified manually from the
documentation of six stage water treatment testbed that each stage has two
PLCs (a primary and a redundant hot-standby) [20].

After extracting scan results from SPi, deeper analysis of results is conducted
on attacker’s laptop. For sake of brevity, only the results obtained from the file
named ENIP_scan_results 192.168.1.10.txt (see Figure-2) are explained here.
Deeper analysis revealed basic information about the PLCs, such as vendor and
production information. A search on the internet with such information can
easily reveal vendor specific development platform for PLC programming. This
is an important information because the attacker can use it to craft his future
attacks. The in-depth analysis also reveals the existence of over 200 program__ tags
intricately linked to the PLC. These program_ tags serve as key identifiers for
various aspects of the system under target, that include an array of commands
and services. As we go through the extensive data extracted from SPi machine,
the search narrowed down to tags that starts with Human Machine Interface
(HMI). The reason for homing in on this term is due to the fact that HMI can
expose lot of additional information about the system under target. For example,
further analysis revealed a specific tag, named HMI P101, which appears to be
of particular interest. Further examining it give out another term PMP UDT.
This finding raises the possibility that HMI P101 may potentially represent
a pump within the system. Using the same approach, we managed to uncover
more components that are linked to PLC 192.168.1.10/192.168.1.11 (PLC with
IP 192.168.1.11 is in redundant hot-standby mode) and drawn as a subset of
network diagram as shown in Figure-3.

Similarly using the same approach, the whole network mapping (step (7))
is created after analyzing all the scanning results obtained by SPi machine.
The birds-eye view (step (10)) of extrapolated network topology is depicted in
Figure-4. From Figure-4, it is clear that the target network has six subnets with
each subnet has two PLCs. Finally, the resultant network mapping (Figure-4)
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is compared with the actual network architecture of six stage water treatment
testbed [20] which proves the accuracy and efficacy of SPi machine.

4.1 Proof of Concept

To reinforce the credibility of the data obtained from our analysis in Section-4,
a practical but simple cyber-attack is crafted (step (8)) to gain control over Mo-
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torized Valve (MV101). An attack script is written and first transmitted (step
(9)) to the SPi from the attacker’s laptop via SCP protocol. Subsequently, an
SSH connection is established between the SPi and attacker’s laptop to take
control over the SPi machine. This control over the SPi is necessary to facilitate
the execution of the cyber attack script (step (10)). After gaining control of SPi,
attack script is executed and we successfully gained control over MV101 (step
(10)). The objective of testing cyber attack is to ascertain the real world applica-
bility of SPi in cyber domain and reinforce the accuracy of the mapping results
we extrapolated through scanning and analysis. This validation through a cyber
attack serves as a litmus test for the efficacy of our findings. By gaining control
over MV101, the attack script demonstrated that the information gathered from
the scan was accurate and relevant. This proof of concept serves as strong evi-
dence that the SPi can be used as a powerful platform for conducting security
assessments and identification of potential vulnerabilities in a target industrial
control systems.

4.2 Attack Model Summary

In this subsection, attack model for step by step spying by SPi (Figure-1) is sum-
marized with the help of MITRE Adversarial Tactics, Techniques and Common
Knowledge (ATT&CK) ICS matrix [1,30]. At the time of writing this paper,
ATT&CK ICS matrix comprises of twelve tactics and ninety two techniques.
Using ICS matrix of ATT&CK, each step of Figure-1 is mapped to (tactic, tech-
nique) pairs and all the MITRE ATT&CK tactics and techniques used in the
attack model of SPi are tabulated in Table-2.

As mentioned in the start of Section-4 that SPi is connected to the ship
network by a cyber mercenary or disgruntled employee as a first step, this step
can be mapped to ATT&CK (TA0108, T0817) or (TA0108, T0848) pairs. In
the step (2), SPi is configured to act as HAP that can closely be mapped to
(TA0108, T0860) pair. In step (3), SPi onboard target ship establishes a remote
connection (TA0108, T0886) with an attacker boat sailing outside the target
ship. In step (4), SPi executes scan script (TA0104, T0853) for Nmap, Modbus
and Ethernet IP scanning (Table-1) which generate results (Figure-2) as step (5).
After discovery of network (TA0102, T0842), results are remotely downloaded
to the target ship wirelessly via HAP (TA0102, T0887) in step (6). Based on
the extracted results from SP1i, step (7) involves creating a birds-eye view of the
target ship network, (TA0102, T0846) and (TA0102, T0888), which is helpful
for establishing a staging factor for scripting and launching (TA0104, T0853)
of further attacks in step (8). Step (9) is simply the lateral transfer of attack
script to SPi machine (TA0109, T0867). Finally in the last step (10), execution
of specially crafted attack script provides command and control of OT systems
of the target ship to an attacker (TA0101, T0885) which through brute force
I/O (TA0106, T0806) or manipulation of the control of actuators (e.g., MV101),
can severely impact (TA0105, T0831) the passengers on board ship by simply
wasting precious water.
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Table 2. SPi Attack Modeling with MITRE ATT&CK

MITRE ATT&CK

Matrix Tactics (ID) Step Techniques ID
1 Drive-by Compromise T0817
Initial Access (TA0108) Rogue Master 10848
2 Wireless Compromise T0860
3 Remote Services T0886
Execution (TA0104) 4 Scripting T0853
5 Network Sniffing T0842
1cs Discovery (TA0102) 6 Wireless Sniffing T0887
Remote System Discovery T0846
’ Remote System Information Discovery = T0888
Execution (TA0104) 8 Scripting T0853
Lateral Movement (TA0109) 9 Lateral Tool Transfer T0867
Command and Control (TA0101) Commonly Used Port T0885
Impair Process Control (TA0106) 10  Brute Force I/O T0806
Impact (TA0105) Manipulation of Control T0831

4.3 Countermeasures

The development and testing of the SPi device has highlighted a significant
cybersecurity risk facing autonomous ships. The ability to covertly map IT and
OT networks onboard ship can potentially pave the way for more disruptive
cyberattacks. The experimental results have shown how a low-cost, innocuous
device like a Raspberry Pi can be weaponized into an offensive security tool
to stealthily map and potentially hijack critical systems on autonomous ships.
While the attack demonstrated in the proof of concept shows the malicious
control over a single motorized valve, the implications of such attacks could have
severe consequences in the real-world scenarios. Attackers can potentially disrupt
cargo operations, navigation systems, or even cause environmental disasters.
Defending against threats similar to those demonstrated with SPi demand robust
and effective defense for any maritime CPS.

Firewalls and Intrusion Detection Systems (IDS) can act as the ship’s first
line of defenses. A cyber defense architecture presented in [14] for monitoring of
Modbus traffic in networked control system could be used for prevention of SPi
like attacks. In their work, an alert system is developed that alerts the system
if a malicious IP sends too many ICMP ping request to target network. Their
system is specifically tailored for Modbus protocol and it can prevent modbus
scans. Similarly, a firewall named as SCADAWall demonstrated in [17] could
provide effective defense against SPi. Unlike traditional deep packet inspection
based firewalls, SCADAWall is equipped with Comprehensive Packet Inspection
(CPI) techniques that provide protection against wide range of protocols by
analyzing ‘Data Fields’ of respective protocols.
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Software Defined Networking (SDN) can also serve as an active defense
against port scanning attacks because it separates control plane from data plane
in an ICS. An implementation of Intrusion Detection and Prevention System
(IDPS) using SDN is presented in [8] which can be used against port scanning
attacks. One possibility to defend against SPi attacks is to strategically modify
their proposed Port Bingo (PB) algorithm. As the PB algorithm is designed to
prioritize the most valuable packet destination ports for anomaly detection, by
incorporating all ports used in the target CPS into the top tcp port probes
list of the PB algorithm [8], it becomes possible to comprehensively monitor and
analyze network traffic. In the event that all requests to access priority ports
originate from the same source then this could indicate a potential cyber attack.
In such cases, the PB algorithm can be leveraged as preventive countermeasures
to identify the malicious requests and discard them.

Similarly, another possible defensive mechanism can be deployed onboard
ship by induction of deceptive virtual hosts [28]. Deceptive virtual hosts can at-
tract SPi like machines to themselves, misguiding and forcing them to create a
false birds-eye view of the target system. Additional mitigation techniques, such
as those outlined in [16] and [10], may also be considered to address network
scanning attacks against maritime vessels. The cyber protection of autonomous
ships is an ongoing endeavor requiring continuous improvements and adaptation
to the evolving threat landscape. Collaborative efforts between maritime indus-
tries and cybersecurity researchers are vital to stay ahead of adversaries and
ensure secure and smooth sailing of autonomous ships.

4.4 Strengths and Limitations

SPi is a compact device engineered for seamless and automated network scan-
ning with precision and efficiency. Its small form factor makes it ideal to plant
it discreetly in almost any CPS environment. Its small form factor also means it
draws little attention, blending seamlessly into hardware setups. Once in place,
it conducts autonomous network scanning, identifying open ports, vulnerable
devices, and exploitable configurations without raising alarms. Moreover, it pro-
vides remote access to an attacker sailing outside the target ship for command
and control. Therefore with SPi, infiltration becomes faster, stealthier, and sig-
nificantly more efficient.

There are two major limitations associated with the success of SPi based cy-
ber attacks. First is the requirement of connection of SPi with onboard network
of ship systems that requires a member of cyber mercenary or disgruntled em-
ployee. Without insider help, spying by SPi device for target systems is just an
illusion. Second limitation is linked with the separation between an attacker boat
and target ship. Without enough signal strength, an attacker boat is required
to be in close proximity to the target ship to establish covert wireless commu-
nication channel. Range extenders [11] can be used with Raspberry Pi boards,
but they introduce additional challenges such as increased power requirements
and hiding of SPi device due to the increase in form factor. Additionally, range
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extenders would make SPi device bulky that complicates the installation of SPi
device even more harder for an insider malicious actor.

5 Risk Analysis

In this section, the risk analysis of using SPi device against traditional surface
vessels, which constitute a significant portion of maritime traffic compared to
autonomous vessels, has been conducted. There are many risk analysis frame-
works exist today but they are all based on labour, time and knowledge intensive
steps [29]. For sake of brevity, a traditional but simple and effective risk ranking
method known as Damage, Reproducibility, Exploitability, Affected User, and
Discoverability (DREAD) [15] is used to determine the severity of the risk of
using SPi against surface vessels. Results of the DREAD risk assessment are
summarized in Table-3. Here, all the constituents of DREAD are measured on
the scale of 0 to 10 and all the values are selected after a brainstorming session.
Moreover, Risk is defined as a sum of all the individual constituents of DREAD
framework.

Table 3. DREAD Risk Analysis of using SPi against Surface Vessels

Attack Types of Ship D R E A D Risk
Tanker 5 4 8 9 8
Gas Carrier 5 4 8 9 8

SPi Container Ship 8 4 8 10 8 38

Bulk Carrier 8 4 8 10 8 38
Passenger Ship 10 9 6 10 6 41

Risk Ratings:

High: 36 - 50

Damage (D) represents capability of a cyber attack to cause injury, harm or
destruction. D = 0 means ‘no damage’ whereas D = 10 stands for ‘maximum
harm’. In Table-3, we selected D = 5 for tankers and gas carriers because liquid
and gas cargo are well protected physically and even thought the success of
SPi, it would not be able to cause significant damage to such vessels. Similarly,
D = 8 is chosen for bulk carriers and container ships because after establishing a
covert channel with onboard SPi, an attacker can cause significant damage (e.g.
falling of containers) to the cargo by spoofing the rolling angle of the ship due
to which ship stability systems respond erroneously. Lastly, D = 10 is chosen
for a passenger ship because malfunction with the stability of a ship could result
severe harm or even death to the passengers.

Reproducibility (R) represents the ease of replication of a cyber attack. R = 0
means ‘impossible’ to replicate and R = 10 depict ‘easy’ to replicate. For a
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passenger ship, R = 9 is selected because it is relatively easier to hire and board
a cyber mercenary onto a passenger ship to install a SPi device onto onboard
ship network. For all other types of ships, it is usually very hard (R = 4) to have
services of malicious insider. Exploitability (E) refers to the required efforts
for an attacker to successfully exploit the vulnerability present onboard ship
systems. ' = 0 means ‘high level of efforts and resources’ are required to exploit
a vulnerability whereas E = 10 represents ‘effortlessness’ for an attacker. Except
for the passenger ship, ' = 8 is selected because usually onboard ship systems
are quite old and not regularly updated due to the complexities involved during
the long lifespan of a ship. Therefore due to the old and outdated systems, it is
easy for an attacker to exploit the vulnerabilities. For the passenger ship, £ = 6
is used because passenger ships are normally equipped with modern systems and
regularly updated for passengers safety and safe journey.

Affected User (A) represents the impact of cyber attack on the users. A =0
means cyber attack has ‘no impact’ on any user and A = 10 shows ‘everyone is
affected’. Value of A is higher for almost any kind of ships. For a tanker or a
gas carrier, the SPi device could delay the vessel’s arrival at its destination by
launching Denial of Service (DoS) on the propulsion system or spoofing attacks
on the navigation systems [12]. Due to the delay in the shipment, a businesses
could suffer from the financial and reputational losses. Similarly, for a bulk carrier
or a container ship, damage to the cargo or falling of a container into the sea
could result in financial losses, supply chain disruption, insurance costs and
reputational damage along with possible environmental impact. For a passenger
ship, after gaining control of onboard ship systems via covert channel between
attacker boat and target ship, an attacker could cause critical systems of the ship
to malfunction (e.g., power outage, sever pitching and rolling or even capsizing
[6,30]), resulting in a severe impact on the onboard passengers and crew.

Discoverability (D) refers to the ease of finding a vulnerability in a system.
D = 0 means ‘difficult to discover’ whereas D = 10 represents ‘easy to discover’
a vulnerability onboard ship systems. Like the rationale behind the selection of
exploitability values, discoverability for a passenger ship is also relatively low
because it is hard to find vulnerabilities in an updated and secure by design ship
systems. After the calculations of Risk metric as a sum of individual constituents
of DREAD, risk ratings are defined as ‘Low’, ‘Medium’ and ‘High’ and col-
ored with green, orange and red respectively. Risk scores with color ratings are
tabulated for five different kinds of ships in Table-3.

6 Conclusion

In this research, we successfully developed and deployed a compact spying ma-
chine based on the Raspberry Pi platform - SPi. The SPi was designed to au-
tomate the scanning and mapping process and provide insights into potential
vulnerabilities within a targeted CPS. Additionally, it also serves as a staging
platform for conducting further attacks. Upon connecting SPi to target system,
it conducts series of scans on target system to identify live hosts, open ports,
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and specific communication protocols. The results of these scans are meticu-
lously analyzed to provide a comprehensive overview of the network structure,
topology, and potential vulnerabilities for further exploitation. Specifically, the
detailed analysis of Ethernet IP scan results revealed essential information about
target system that includes mechanical actuators and sensors that are connected
to each PLC, thus providing a bird’s eye view of the system. Furthermore, we
were able to validate our findings through a practical cyber attack scenario, in
which we successfully took control over a motorized valve. The tested scenario
further confirms the accuracy and efficacy of SPi device.

As we look ahead, we recognize the potential to expand our research by
incorporating the capability of scanning additional protocols, such as NMEA
communication protocol used for a navigational bridge of a ship. This expansion
will enable us to address security challenges specific to autonomous navigational
bridge of a vessels and will further enhance the versatility of SPi and its appli-
cability to diverse critical infrastructure settings.
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